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2 Problem statement
Let us explore the nature of this problem. This is in
reference to information in the Freescale document
MC9S08DE60, MCYISOSDE60/MC9SO8DE32 Data
Sheet, section 4.5.10.1, “Enable ECC,” that explains to
customers how to correctly enable the flash ECC.
When the ECC is enabled, the NVOPT flash register that
holds the security bits will become corrupted. This will
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Procedure to enable ECC

cause the memory to be inadvertently secured. This device has a control option that allows the ECC to be
enabled or disabled.

In the MC9S08DEG60, when the ECC is disabled, the full 60K of flash (0x1080—-0x13FF, 0x1900-0xFFFF)
is available in the memory map. In the MC9SO08DE32, when the ECC is disabled, the full 32K of flash
(0x7CO00—-0xFFFF) is available. When the ECC is enabled, certain addresses of the flash block are
allocated as ECC parity bits and thus removed from the memory map. There are four ECC parity bits for
every eight ECC data bits. Therefore, when ECC is enabled, a third of the memory is used for parity. In
the MC9S08DEG60, when the ECC is enabled, only 43K of the flash (0x5400—-0xFFFF) is available in the
memory map. In the MCISO8DE32, when the ECC is enabled, only 22K of the flash (0xA800—0xFFFF)
is available.

When the MC9S08DEG60 flash is mass erased, the ECC is disabled by default. The NVOPT is initially
programmed to OXFE just like all other MC9S08 devices. When ECC is enabled, the NVOPT becomes
corrupted so that it no longer reads OxFE, and security is enabled. This corruption occurs because the ECC
parity for NVOPT in the flash is OxF, but it should be 0x9. Because of this ECC parity and data mismatch,
the data is corrupted.

The solution is to program 0xFA into NVOPT instead of OxFE. This prevents corruption of the NVOPT
register. This works because a value of OxFA along with an ECC parity of OxF produces a NVOPT value
of OxFA from the ECC decoder. The end result is that 0xFA will keep the memory unsecured when ECC
is enabled or disabled.

As ECC is enabled, there are other things that can cause problems. Other flash registers can be corrupted
if they are not handled properly when ECC is enabled. If there are trim, write-protect, or backdoor key
values that are present, those values will be corrupted as ECC is enabled, since the ECC parity bits in the
flash are most likely incorrect for those flash registers.

To prevent these problems, two procedures shown below will bypass these issues.

3 Procedure to enable ECC

The steps shown here outline the recommended procedure to properly enable the ECC. Using a different
procedure may cause inadvertent enabling of memory security or corruption of the flash data.

1. Take the data values that are stored in the following flash register locations and temporarily store
them to a memory other than flash:

O0xFFAE (FTRIM)
OxFFAF (TRIM)
0xFFB0-0xFFB7 (NVBACKKEY)
2. Mass erase the flash.
3. Write 0x66 to NVECC.
4. Write 0xFA to NVOPT.
Writing any value other than OxFA may cause security to be enabled after a reset.
5. Assert reset.
6. Restore the following flash register locations using the temporarily stored values in step one:
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Procedure to disable ECC

0XFFAE (FTRIM)
0xFFAF (TRIM)
0xFFBO-0xFFB7 (NVBACKKEY)

7. Program the S-record into flash. The most direct way to accomplish this is through the expert
programming interface available in CodeWarrior. Select the Multilink/Cyclone tab — Start Expert
Mode Programmer. Select the correct programming algorithm and S19 record, then program the
application code. Make sure the code does not include the location already programmed, the
FTRIM, TRIM, and NVBACKKEY.

8. Write the block protect value to NVPROT following the ECC-on settings, if that is preferred.

9. NVOPT bits (other than bits 0 and 2) can be programmed to a different value, if that is preferred.
After programming any flash location with ECC enabled, that location should not be reprogrammed a
second time with a different value. Reprogramming any flash location will cause the data to be corrupted.
Progressively programming a bit one at a time into the same flash location will also cause data to be

corrupted at that location. When ECC is enabled, each flash location should be programmed once and only
once.

Transitioning from an ECC-enabled state to an ECC-disabled state (or vice versa) will cause the flash data
to be corrupted. The flash should always be mass erased before making a change to the state of the ECC.

4 Procedure to disable ECC

The steps shown here outline the recommended procedure to properly disable the ECC. Using a different
procedure may cause inadvertent enabling of memory security or corruption of the flash data.

1. Take the data values that are stored in the following flash register locations and temporarily store
them to a memory other than flash:

OxFFAE (FTRIM)

OxFFAF (TRIM)

0xFFBO-0xFFB7 (NVBACKKEY)

Mass erase the flash.

Write OXFE to NVOPT to keep the memory unsecured after a reset.
Assert reset.

e

Restore the following flash register locations using the temporarily stored values in step one:
0xFFAE (FTRIM)

0xFFAF (TRIM)

0xFFBO—O0xFFB7 (NVBACKKEY)

6. Program the S-record into flash.

7. Write the block protect value to NVPROT following the ECC-off settings, if that is preferred.
8. NVOPT bits (other than bit 0) can be programmed to a different value, if that is preferred.

Enabling and Disabling ECC on MC9S08DE60/MC9S08DE32 Microcontrollers, Rev. 0

Freescale Semiconductor 3



V¥ ¢
i

Command file scripts creation and usage

5 Command file scripts creation and usage

CodeWarrior has the ability to utilize command scripts. Anything you can do in the command window you
can also do in a command script. Use the “call” command to select and run your script. To get a list of
commands, type help. To get the syntax for a particular command, type that command and the tool will
return the correct syntax.

Appendix A, “Enable ECC command script,” provides a command script that can be used to safely enable
the ECC. Appendix B, “Disable ECC command script,” provides a command script to correctly disable
the ECC.

6 Conclusion

By utilizing these procedures, you can enable or disable ECC and program your device without
encountering data corruption issues.

7 References

* Freescale document MC9SO08DE60, MCI9SOSDE60/MCISOSDE32 Data Sheet
*  CodeWarrior for Microcontrollers version 6.3 IDE

Appendix A Enable ECC command script
// MC9S08DE60 & MC9S08DE32 ECC Enabling Command File

// These commands will:

// 1. mass erase the flash

// 2. program NVOPT to OxFA

// 3. enable the flash ECC

// 4. restore the flash registers

// Evaluate the clock divider to set in FCDIV register:
// An average programming clock of 175 kHz is chosen.

// If the bus frequency is less than 10 MHz, the value to store
// in FCDIV is equal to " bus frequency (kHz) / 175 ".

// If the bus frequency is higher than 10 MHz, the value to store
// in FCDIV is equal to " bus frequency (kHz) / 1400 + 0x40
// (to set PRDIV8 flag)".

// Data sheet values:

//

// Bus Frequency FECDIV Value (decimal)
[/ —mmmmmmmmmmm— e
// 20 MHz 76

// 10 MHz 49

// 8 MHz 39

// 4 MHz 19

// 2 MHz 9
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Enable ECC command script

// 1 MHz 4
// 200 kHz 0
// 150 kHz 0

// assert reset
reset
wait 10

define FCDIV 39 // 8 MHz bus frequency

// flash setup
wb 0x1802 0 // disable COP clearing SOPT1 register
wb 0x1825 0x30 // clear FPVIOL and FACCERR in FSTAT register
wb 0x1824 0xff // set FPROT register to remove all flash protections
wb 0x1820 FCDIV // set clock divider in FCDIV register
// see above to find how to evaluate this constant value

// temporarily store the data values in the following Flash register

// locations to RAM:

// 0xFFAE (FTRIM)

// 0xFFAF (TRIM)

// 0xFFBO-0xFFB7 (NVBACKKEY)

copymem Oxffae..0xffb7 0x0080

//mass erase flash

wb 0x1825 0x30 // clear FPVIOL and FACCERR in FSTAT register

wb 0xc000 0 // (dummy) write to flash array to buffer address and data
wb 0x1826 0x41 // write MASS ERASE command in FCMD register

wb 0x1825 0x80 // set FCBEF in FSTAT register to execute the command

wait 20

//blank check flash & unlock security

wb 0x1825 0x30 // clear FPVIOL and FACCERR in FSTAT register

wb 0xc000 O // (dummy) write to flash array to buffer address and data
wb 0x1826 0x5 // write BLANK CHECK command in FCMD register

wb 0x1825 0x80 // set FCBEF in FSTAT register to execute the command

wait 20

//write 0x66 to NVECC to prepare for enabling the ECC

wb 0x1820 FCDIV // set clock divider in FCDIV register

wb 0x1825 0x30 // clear FPVIOL and FACCERR in FSTAT register

wb O0xffb8 0x66 // write NVECC register in flash array for ECC enable
wb 0x1826 0x20 // write BYTE PROGRAM command in FCMD register

wb 0x1825 0x80 // set FCBEF in FSTAT register to execute the command
wait 10

//Write OxFA to NVOPT. Writing any value other than $FA may cause
// security to be enabled after a reset.

//reprogram NVOPT to unsecure state with OxFA value

wb 0x1820 FCDIV // set clock divider in FCDIV register

wb 0x1825 0x30 // clear FPVIOL and FACCERR in FSTAT register

wb Oxffbf Oxfa // write NVOPT register in flash array to UNSECURED state
wb 0x1826 0x20 // write BYTE PROGRAM command in FCMD register

wb 0x1825 0x80 // set FCBEF in FSTAT register to execute the command
wait 10
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Enable ECC command script

// assert reset
reset

wait 10

// flash ECC is now enabled

// flash setup

wb 0x1802 0 // disable COP clearing SOPT1 register

wb 0x1825 0x30 // clear FPVIOL and FACCERR in FSTAT register

wb 0x1824 0Oxff // set FPROT register to remove all flash protections
wb 0x1820 FCDIV // set clock divider in FCDIV register

// restore the following Flash register locations using the temporarily
// stored values in RAM:

!/ OxFFAE (FTRIM)

1/ OxFFAF (TRIM)

// O0xFFBO-0xFFB7 (NVBACKKEY)

wb 0x1820 FCDIV // set clock divider in FCDIV register

wb 0x1825 0x30

copymem 0x0080..

wb 0x1826 0x20
wb 0x1825 0x80
wait 10

whb 0x1820 FCDIV
whb 0x1825 0x30
copymem 0x0081.
wb 0x1826 0x20
wb 0x1825 0x80
wait 10

whb 0x1820 FCDIV
wb 0x1825 0x30
copymem 0x0082.
wb 0x1826 0x20
wb 0x1825 0x80
wait 10

wb 0x1820 FCDIV
wb 0x1825 0x30
copymem 0x0083.
wb 0x1826 0x20
whb 0x1825 0x80
wait 10

wb 0x1820 FCDIV
wb 0x1825 0x30
copymem 0x0084.
wb 0x1826 0x20
whb 0x1825 0x80
wait 10

wb 0x1820 FCDIV
wb 0x1825 0x30

copymem 0x0085..

wb 0x1826 0x20

// clear FPVIOL and FACCERR in FSTAT register

0x0080 Oxffae // write FTRIM register in flash array
// write BYTE PROGRAM command in FCMD register

// set FCBEF in FSTAT register to execute the command

// set clock divider in FCDIV register
// clear FPVIOL and FACCERR in FSTAT register

.0x0081 Oxffaf // write TRIM register in flash array

// write BYTE PROGRAM command in FCMD register
// set FCBEF in FSTAT register to execute the command

// set clock divider in FCDIV register
// clear FPVIOL and FACCERR in FSTAT register

.0x0082 0xffb0 // write NVBACKKEY register in flash array

// write BYTE PROGRAM command in FCMD register
// set FCBEF in FSTAT register to execute the command

// set clock divider in FCDIV register
// clear FPVIOL and FACCERR in FSTAT register

.0x0083 0Oxffbl // write NVBACKKEY register in flash array

// write BYTE PROGRAM command in FCMD register
// set FCBEF in FSTAT register to execute the command

// set clock divider in FCDIV register
// clear FPVIOL and FACCERR in FSTAT register

.0x0084 0xffb2 // write NVBACKKEY register in flash array

// write BYTE PROGRAM command in FCMD register
// set FCBEF in FSTAT register to execute the command

// set clock divider in FCDIV register

// clear FPVIOL and FACCERR in FSTAT register

0x0085 0xffb3 // write NVBACKKEY register in flash array
// write BYTE PROGRAM command in FCMD register
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Disable ECC command script

wb 0x1825 0x80
wait 10

wb 0x1820 FCDIV
wb 0x1825 0x30
copymem 0x0086.
wb 0x1826 0x20
wb 0x1825 0x80
wait 10

wb 0x1820 FCDIV
wb 0x1825 0x30
copymem 0x0087.
wb 0x1826 0x20
whb 0x1825 0x80
wait 10

wb 0x1820 FCDIV
wb 0x1825 0x30
copymem 0x0088.
wb 0x1826 0x20
wb 0x1825 0x80
wait 10

wb 0x1820 FCDIV
wb 0x1825 0x30

copymem 0x0089..

wb 0x1826 0x20
wb 0x1825 0x80
wait 10

// set FCBEF in FSTAT register to execute the command

// set clock divider in FCDIV register
// clear FPVIOL and FACCERR in FSTAT register

.0x0086 Oxffb4 // write NVBACKKEY register in flash array

// write BYTE PROGRAM command in FCMD register
// set FCBEF in FSTAT register to execute the command

// set clock divider in FCDIV register
// clear FPVIOL and FACCERR in FSTAT register

.0x0087 0xffb5 // write NVBACKKEY register in flash array

// write BYTE PROGRAM command in FCMD register
// set FCBEF in FSTAT register to execute the command

// set clock divider in FCDIV register
// clear FPVIOL and FACCERR in FSTAT register

.0x0088 0xffb6 // write NVBACKKEY register in flash array

// write BYTE PROGRAM command in FCMD register
// set FCBEF in FSTAT register to execute the command

// set clock divider in FCDIV register

// clear FPVIOL and FACCERR in FSTAT register

0x0089 0xffb7 // write NVBACKKEY register in flash array
// write BYTE PROGRAM command in FCMD register

// set FCBEF in FSTAT register to execute the command

Appendix B Disable ECC command script

// MC9S08DE60 & MCO9S08DE32 ECC Disabling Command File

// These commands will:

// 1.
// 2.
// 3.
// 4

// Evaluate the

mass erase the flash
program NVOPT to OxFE
disable the flash ECC
restore the flash registers

clock divider to set in FCDIV register:

// An average programming clock of 175 kHz is chosen.

// If the bus frequency is less than 10 MHz,

// in FCDIV

// If the bus frequency is higher than 10 MHz,

// in FCDIV

the value to store
is equal to " bus frequency (kHz) / 175 ".

the value to store
is equal to " bus frequency (kHz) / 1400 + 0x40

// (to set PRDIV8 flag)".

// Data sheet values:

1/

FECDIV Value

// Bus Frequency (decimal)
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Disable ECC command script

// 20 MHz 76
// 10 MHz 49
// 8 MHz 39
// 4 MHz 19
// 2 MHz 9
// 1 MHz 4
// 200 kHz 0
// 150 kHz 0

// assert reset
reset
wait 10

define FCDIV 39 // 8 MHz bus frequency

// flash setup
wb 0x1802 0 // disable COP clearing SOPT1 register
wb 0x1825 0x30 // clear FPVIOL and FACCERR in FSTAT register
wb 0x1824 0xff // set FPROT register to remove all flash protections
wb 0x1820 FCDIV // set clock divider in FCDIV register
// see above to find how to evaluate this constant value

// temporarily store the data values in the following Flash register

// locations to RAM:

// 0xFFAE (FTRIM)

// 0xFFAF (TRIM)

// 0xFFBO-0xFFB7 (NVBACKKEY)

copymem Oxffae..0xffb7 0x0080

//mass erase flash

wb 0x1825 0x30 // clear FPVIOL and FACCERR in FSTAT register

wb 0xc000 0 // (dummy) write to flash array to buffer address and data
wb 0x1826 0x41 // write MASS ERASE command in FCMD register

wb 0x1825 0x80 // set FCBEF in FSTAT register to execute the command

wait 20

//blank check flash & unlock security

wb 0x1825 0x30 // clear FPVIOL and FACCERR in FSTAT register

wb O0xc000 0 // (dummy) write to flash array to buffer address and data
wb 0x1826 0x5 // write BLANK CHECK command in FCMD register

wb 0x1825 0x80 // set FCBEF in FSTAT register to execute the command

wait 20

//reprogram NVOPT to unsecure state with OxFE value

wb 0x1820 FCDIV // set clock divider in FCDIV register

wb 0x1825 0x30 // clear FPVIOL and FACCERR in FSTAT register

wb Oxffbf Oxfe // write NVOPT register in flash array to UNSECURED state
wb 0x1826 0x20 // write BYTE PROGRAM command in FCMD register

wb 0x1825 0x80 // set FCBEF in FSTAT register to execute the command
wait 10

// assert reset
reset

wait 10

// flash ECC is now disabled

Enabling and Disabling ECC on MC9S08DE60/MC9S08DE32 Microcontrollers, Rev. 0
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Disable ECC command script

// flash setup
wb 0x1802 0

wb 0x1825 0x30
wb 0x1824 0Oxff
wb 0x1820 FCDIV

// disable COP clearing SOPT1 register

// clear FPVIOL and FACCERR in FSTAT register

// set FPROT register to remove all flash protections
// set clock divider in FCDIV register

// restore the following Flash register locations using the temporarily

// stored values in RAM:

// 0xFFAE (FTRIM)

// 0xFFAF (TRIM)

// 0xXxFFBO-0xFFB7 (NVBACKKEY)

wb 0x1820 FCDIV
wb 0x1825 0x30

copymem 0x0080..

wb 0x1826 0x20
wb 0x1825 0x80
wait 10

whb 0x1820 FCDIV
whb 0x1825 0x30
copymem 0x0081.
wb 0x1826 0x20
wb 0x1825 0x80
wait 10

whb 0x1820 FCDIV
wb 0x1825 0x30
copymem 0x0082.
wb 0x1826 0x20
wb 0x1825 0x80
wait 10

wb 0x1820 FCDIV
wb 0x1825 0x30
copymem 0x0083.
wb 0x1826 0x20
whb 0x1825 0x80
wait 10

wb 0x1820 FCDIV
wb 0x1825 0x30
copymem 0x0084.
wb 0x1826 0x20
whb 0x1825 0x80
wait 10

wb 0x1820 FCDIV
wb 0x1825 0x30
copymem 0x0085.
wb 0x1826 0x20
wb 0x1825 0x80
wait 10

wb 0x1820 FCDIV
wb 0x1825 0x30

// set clock divider in FCDIV register

// clear FPVIOL and FACCERR in FSTAT register

0x0080 Oxffae // write FTRIM register in flash array
// write BYTE PROGRAM command in FCMD register

// set FCBEF in FSTAT register to execute the command

// set clock divider in FCDIV register
// clear FPVIOL and FACCERR in FSTAT register

.0x0081 Oxffaf // write TRIM register in flash array

// write BYTE PROGRAM command in FCMD register
// set FCBEF in FSTAT register to execute the command

// set clock divider in FCDIV register
// clear FPVIOL and FACCERR in FSTAT register

.0x0082 0xffb0 // write NVBACKKEY register in flash array

// write BYTE PROGRAM command in FCMD register
// set FCBEF in FSTAT register to execute the command

// set clock divider in FCDIV register
// clear FPVIOL and FACCERR in FSTAT register

.0x0083 0Oxffbl // write NVBACKKEY register in flash array

// write BYTE PROGRAM command in FCMD register
// set FCBEF in FSTAT register to execute the command

// set clock divider in FCDIV register
// clear FPVIOL and FACCERR in FSTAT register

.0x0084 0xffb2 // write NVBACKKEY register in flash array

// write BYTE PROGRAM command in FCMD register
// set FCBEF in FSTAT register to execute the command

// set clock divider in FCDIV register
// clear FPVIOL and FACCERR in FSTAT register

.0x0085 0xffb3 // write NVBACKKEY register in flash array

// write BYTE PROGRAM command in FCMD register
// set FCBEF in FSTAT register to execute the command

// set clock divider in FCDIV register
// clear FPVIOL and FACCERR in FSTAT register

copymem 0x0086..0x0086 Oxffb4 // write NVBACKKEY register in flash array
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Disable ECC command script

wb 0x1826 0x20
wb 0x1825 0x80
wait 10

wb 0x1820 FCDIV
wb 0x1825 0x30
copymem 0x0087.
wb 0x1826 0x20
wb 0x1825 0x80
wait 10

wb 0x1820 FCDIV
wb 0x1825 0x30
copymem 0x0088.
wb 0x1826 0x20
wb 0x1825 0x80
wait 10

wb 0x1820 FCDIV
wb 0x1825 0x30
copymem 0x0089..
wb 0x1826 0x20
wb 0x1825 0x80
wait 10

// write BYTE PROGRAM command in FCMD register
// set FCBEF in FSTAT register to execute the command

// set clock divider in FCDIV register
// clear FPVIOL and FACCERR in FSTAT register

.0x0087 O0xffb5 // write NVBACKKEY register in flash array

// write BYTE PROGRAM command in FCMD register
// set FCBEF in FSTAT register to execute the command

// set clock divider in FCDIV register
// clear FPVIOL and FACCERR in FSTAT register

.0x0088 0xffb6 // write NVBACKKEY register in flash array

// write BYTE PROGRAM command in FCMD register
// set FCBEF in FSTAT register to execute the command

// set clock divider in FCDIV register

// clear FPVIOL and FACCERR in FSTAT register

0x0089 0xffb7 // write NVBACKKEY register in flash array
// write BYTE PROGRAM command in FCMD register

// set FCBEF in FSTAT register to execute the command

Enabling and Disabling ECC on MC9S08DE60/MC9S08DE32 Microcontrollers, Rev. 0
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