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Use case of anti-relay attack using GFSK
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Anti-relay attack using GFSK implementation

B 2. f#RGFSKx 4Tt

3 fEFGFSKEH & P 4kBid;

GFSK P SCHHMEH A X GFSK/IGMSK 8% MSK il 77 =Wl T 4k fidefE, 1Z7 U@t xl—4 PHY & (Flan BT /=i
A RHIFR BRI IAH e A R B TR . BEE UM SR E, GFSK MTUEHWET LE Bt

LA I A P PR I DL R AR A, AT ARSI e SRR R T LE IBEREU
Vil ht
o EEIARG
o (HIEBRERIY =
+ CRC f7
3 RPN LE ERNER. e =10, Bl AUEEE. EHMMANLC BAEFLEER:, VMR b

CANMEREILINS B S . A LE FHUERERIMNL, JFiEid CAN B LIN MEKiERs B A3 GESK s, JR)E, GFSK
B aRE IX E BAT SR ER .

Anti-relay Attack Using GFSK, Rev. 1, 09/2020

Application Note 3/14



NXP Semiconductors

Anti-relay attack using GFSK implementation
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3.1 GFSKZ¥ i E

B RRCE LUERES LE KIS HE K.
. #define gGenFskDefaultLengthFieldSize ¢ (8) /*!< Number of bits in the LENGTH field. */
. #define gGenFskDefaultH1FieldSize_c¢ (0) /*!< Number of bits in the H1 field. */

*  #define gGenFskDefaultHOValue ¢ (0x0000) /*!< HO field value. */
* #define gGenFskDefaultHOMask ¢ 0/*!< Mask to select which bits of HO must match the ho match field. */
*  #define gGenFskDefaultH1Value ¢ (0x0000)/*!< H1 field value. */

* #define gGenFskDefaultH1Mask ¢ 0/*!< Mask to select which bits of H1 must match the hl match field. */
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Anti-relay attack using GFSK implementation
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#if LINK MONITOR

#else
GENFSK TimeCancelEvent (&rxTimeoutTimer) ;
GENFSK->T1 CMP &= ~GENFSK T1 CMP T1 CMP EN MASK;
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Anti-relay attack using GFSK implementation
fendif

if (genfskLocal [mGenfskActiveInstance] .packetReceivedCallbackIsr != NULL)

/* Examine RX buffer in ISR context if CallbackIsr is set */
GENFSK RxIsrContext () ;

if (genfskLocal[mGenfskActivelInstance].enabledEvents & gGenfskRxEvent)
{
#if LINK MONITOR

uintl64t byteCount = ( (GENFSK->RX WATERMARK & GENFSK RX WATERMARK BYTE COUNTER MASK)
>> GENFSK_RX WATERMARK BYTE COUNTER SHIFT);
if (packetFromMaster == 1) //master data

{
GENFSK->XCVR CTRL = 5;

packetFromMaster = 0;

masterPacketLen = byteCount;
FLib MemCpy (masterPacket, (uint8 t*)PACKET BUFFER BASE ADDR, masterPacketLen);
masterRSSI = (int8 t) ((GENFSK->XCVR STS & GENFSK XCVR STS RSSI MASK) >>

GENFSK_XCVR STS RSSI SHIFT);
}

else //slave data

{
slaveRSSI = (int8 t) ( (GENFSK->XCVR STS & GENFSK XCVR STS RSSI MASK) >>
GENFSK_XCVR_STS RSSI SHIFT);
packetFromMaster = 1;
eventFlags |= gGenfskRxEventFlag c;

GENFSK TimeCancelEvent (&rxTimeoutTimer) ;
GENFSK->T1 CMP &= ~GENFSK T1 CMP Tl CMP EN MASK;

#else
eventFlags |= gGenfskRxEventFlag c;
#endif

else

/* No notification enabled */

genfskLocal [mGenfskActiveInstance] .genfskState = gGENFSK LL Idle;

3.5 ZH DCOC &#k
9T AE M LR MR BGRAL, i T-DCIRA R AR, T LADC RS B T B 45 .

static void BleGenfskDisableDcocCal (void)
{
static uint8 t dcoc _cal enabled = TRUE;
if (TRUE == dcoc cal enabled)
{
dcoc_cal enabled = FALSE;

XCVR_RX DIG->RX DIG CTRL &= ~XCVR RX DIG RX DIG CTRL RX DCOC CAL EN MASK;

XCVR_TSM->TIMING36 = O0x3431FFFFU;
XCVR_TSM->TIMING37 = O0x3231FFFFU;
XCVR_TSM->TIMING39 = O0x3431FFFFU;
XCVR TSM->TIMING14 = 0x34316863U;
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Anti-relay attack using GFSK implementation

XCVR TSM->END OF SEQ = 0x34336E67U;
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Anti-relay attack using GFSK implementation
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Setup and results
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Setup and results
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Setup and results

BTSN AT, TR,
- HBUTHBAEGISDK.
97 PR, AN12872SWALE T #HEEFE SDK, SDK 2.2.3 FRDM-KW36 HISDK 2.6.5 FRDM-KWS38, #&E10/i7~.

AN12872 > AN12872-SW v ()
o Name Status Date modified Type
KW36 = 6/11/2020 1:51 PM File folder
KW38 5 6/17/2020 3:53 PM  File folder
[B2) SDK_2.2.3_ FRDM-KW36.72 5 6/24/2020 10:13 A.. 7Z File
[Bz) SDK_2.6.5_ FRDM-KW38.72 S 6/24/2020 1025 A..  7Z File
B 10. fEHAZHYPE SDK BEMg

—w_uart_linkMonitor Tf2— XFM FBIfEEHL, AT
SDK\boards\frdamkw36\wireless_examples\bluetooth\w_uart_linkMonitor\freertos..

—oconn_test_linkMonitor T#2 — XN+ B2fElifs, i+
SDK\boards\frdmkw36\wireless_examples\genfsk\conn_test_linkMonitor\freertos.

—w_vart TfE — XfNFB3-B6 fEMHL, i
SDK\boards\frdmkw36\wireless_examples\bluetooth\w_uart\freertos.

« f AUHS 2 ML 2] SDK.
AN12872 BB SISO, Wl 11F7R.
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w_uart_linkMonito:

&l ble_conn_manager.c ) ' 2/2020 2:05 PM Ci Files in the SDK to be
4 ble_conn_manager.h 1 : TT IV H File modified

& fs!_fiexcanh . , ' ) )PM  H File 8 K

& genfsi isrc <~ 6/1/2020 1:44 PM C File

& genfsic lic ‘ > 44 PM

& UART Adapterc 2
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1. ¥ conn_test_linkMonitor/i{ #| SDK\boards\frdmkw3x\wireless_examples\genfsk H % T
2. ¥ w_uart_linkMonitor/if 2| SDK\boards\frdmkw3x\wireless_examples\bluetooth H % T .
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Setup and results

— middleware/wireless/bluetooth_x.x.x/application/common/ble_conn_manager.c
— middleware/wireless/bluetooth_x.x.x/application/common/ble_conn_manager.h
— middleware/wireless/framework_x.x.x/SerialManager/Source/UART_Adapter.c
— middleware/wireless/genfsk_x.x.x/source/genfsk_isr.c

— middleware/wireless/genfsk_x.x.x/source/genfsk_ll.c

R
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Conclusion
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